TRUONG PH TAI CHINH - NGAN HANG HA NOI
KHOA CONG NGHE THONG TIN
BO MON TIN UNG DUNG

DPE CUONG CHI TIET HQC PHAN
AN TOAN VA BAO MAT THONG TIN
Hé dao tao: Dai hoc chinh quy
Nganh: Cong nghé¢ théng tin, chuy&n nganh Tin ung dung

1. Théng tin chung vé hoc phan
- Tén hoc phan: AN TOAN VA BAO MAT THONG TIN
(Safety and Security Information)
- M& hoc phan: DCT.02.21
- S6 tin chi: 3
- Phan bé gio tin chi ddi véi cac hoat dong: (s6 lwong tiét)
+ Ly thuyét va thuc hanh: 27 tiét
+ Bai tap 16n, thao luan, kiém tra: 30 tiét
+Kiémtra: 3 tiét.
- Khoa, Bé mén phu trach hec phan: Bo mon Tin tng dung Khoa CNTT
- Giang vién phu trach hoc phan (dw kién):
1) Ho va tén: TS. Bui buc Tién
Chuc danh: Giang vién cao cap
Thoéng tin lién hé: BT: 0913514311; Email: tienbuiduc@gmail.com
2. Céc hoc phan tién quyét
Céc hoc phan tién quyét:
- Quan tri mang (M4 s6 DCT.02.13)
3. Muc tiéu caa hoc phan:
3.1 Muc tiéu chung:
M6n hoc cung cap cho sinh vién cac khai niém va nguyén tic co ban vé ¢am bao an
toan théng tin.
3.2 Muc tiéu cu thé
a) Vé kién thirc: Trang bi cho sinh vién kién thirc chung vé an toan va bao mat théng
tin.
 b) Ve ky nang: Biét to churc thuc hién an toan va bao mat thdng tin cho mot hé thong.
Bict stir dung mot so6 cong cu dam bao ATTT.
¢) Vé thai do: Gidp sinh vién nhan thie duoc tam quan trong cua ANTT; vai tro,
trach nhiém va dao dirc ciia nguoi lam cdng viéc an toan vao bao mat thong tin: can than,
lam viéc theo ding quy trinh, cé tinh than trach nhiém va dao dac nghé nghiép.
4. Chuan d@au ra caa hoc phan
4.1. Ngi dung chudn dau ra hgc phan:
1) Vé kién thuc:
CLO 1: Nhan thac dugc tim quan trong caa ATBMTT. Hiéu duoc cac kién thic vé
ATBMTT



CLO 2: Van dung duoc céc kién thac vé ATBMTT dé nhan biét dugc cac dau higu
mat an toan, bao mat thong tin cua mot hé thong va cac phuong phap phong
chong, xu ly. Thiét ké dugc cac hé thong dam bao ATTT.

CLO 3: Phan tich, d4nh gia duoc cAc giai phap ATBMTT.

2) V& k¥ ning

CLO 4: Thiét ké dugc cac hé thong an toan va bao mat cho doanh nghiép.

CLO 5: Panh gia cac ban thiét ké vé ATBMTT cho céc hé thdng thong tin.

CLO 6: C6 thé sir dung mot s6 cong cu dam bao ATBMTT.

3) V& pham chit
CLO 7: C6 pham chat chinh tri; c6 trach nhiém cong dan, trach nhiém cong dong. C6
dao duc nghe nghiép, ¢ tinh than hop tac va thai do phuc vu tot. Nang dong,
c6 hoai bdo vé nghé nghiép.
Ghi chG: CLO = Course Learning Outcomes = Chuan dau ra cua hoc phan.

4.2. Ma trd@n nhdt quan gi#a chudn ddu ra hec phan (CLO) véi chudn dau ra
chwong trinh dao tao (PLO):

PLO1| PLO2 |PLO3|PLO4|PLO5|PLO6|PLO7|PLO8| PLOO
CLO1 H H M M M M
CLO?2 H H M M M M
CLO 3 H H M M M M
CLO 4 H M H H H M
CLO5 H M H H H M
CLO6 H M H H H M
CLO7 M M H H H H
Téng hop M

toan bq H H H H M
hoc phan

Ghi cha:

- PLO = Program Learning Outcomes = Chuan dau ra cua chuong trinh dao tao
- Mtic d6 dong gop ciia CLO va PLO dugc xac dinh cy thé nhu sau:
L (Low) — CLO c6 doéng gop it vao PLO
M (Medium) — CLO c6 dong gop vira vao PLO
H (High) - CLO c6 déng gép nhiéu vao PLO
Chu thich: H — cao; M — vira; L — thap — phu thudc vao mic hd trg ciia CLO doi Vi
PLO ¢ murc bat dau (L) hodc mirc néng cao hon muc bat dau; o nhiéu co héi dugc thuc
hanh, thi nghiém, thyc té (mac M) hay mac thuan thuc, thanh thao (H)).

4.3. Ma tra@n nhdt quan giita phwong phdp, hinh thirc Kiém tra, dénh gid véi chudn
ddu ra hec phan (CLO)
Ghi chi: Khi xay duwng bang nay, xem muc 5.1 dé vé cac hinh thirc Kiém tra, danh gid
ma gidng vién si dung khi giang day hoc phan



Hinh thiee danh gia | CLO1 | CLO2 | CLO3 CLO4 | CLOS CLO6 | CLO7
1. Chuyén can H H H M M M M
2. Van dap/BTL H H H H H H H
3. Viét H H H M M M M
4. Thyc hanh
4.4. Ma trgn nhdt quan giita phwong phdp day hoc véi chudn dau ra hec phan
(CLO)
Phwong phap giang day CLO1 | CLO2 | CLO3 | CLO4 | CLOS5 | CLOG6 | CLO7
1. Thuyét trinh (Tryc tiép, Online) M M M M M M M
2. Day & hoc thyc hanh H H H H H H M
3. Huéng dan tu hoc M M M M M M M

4.5. Ma trgn nhdt quan c&c chwong Véi chudn dau ra hoc phan (CLO)
Chu thich: I: Introduction/ Gigi thiéu

P: Proficient/ Thuan thuc, du

A: Advanced/ Nang cao

CLO1 | CLO2 | CLO3 | CLO4 | CLO5 | CLO6 | CLO7
Bai 1 | I | | | | |
Bai 2-5 A A A P P P P
Bai 6-9 A A A A A A P
Bai 10-13 A A A P P P P
Bai 14-17 A A A A A A P
Bai 18-20 A A A P P P A

(Xem chi tiét tiéu dé cac bai & Muc 8)

5. Nhiém vu caa sinh vién
- Tham dur gior 1€n 16p: toi thiéu 80% so tiét hoc trén I6p, trong phong thuc hanh c6
su giang day, hudng dan truc tiép cua giao vién;
- Bai tap, thao luan:
+ Doc tai liéu, chuan bi va tham gia thao luan theo huéng dan caa gido vién;
+ Thuc hién day du céc bai tap duogc giao;
- Lam bai kiém tra dinh ky;
- Tham gia thi két thiic hoc phan.

6. Tai liéu hoc tap:
6.1. Gido trinh chinh:
[1]. Hoang Xuan Dau, Nguyén Thi Thanh Thuy (2016), Bai gidng co so an toan
thong tin, BPH Buu chinh vién thong.



6.2. Sach tham khdo:

[1]. PH Kinh doanh va Céng nghé HN (2013), Giao trinh Bao mat théng tin
7. M0 ta vin tat ni dung hoc phan:

Hoc phan gém cac noi dung chinh sau:

Chuong 1- Tong quan vé an toan thong tin. Gigi thiéu cac khai niém vé an toan thong
tin (ATTT), an toan hé théng théng tin (HTTT) va cac yéu cau dam bao an toan théng tin,
an toan hé théng théng tin. Chuong ciing dé cap cac nguy co, rui ro trong cac ving cua ha
tang cdng nghé thong tin theo mirc két ndi mang. Phan cudi cua chuong gigi thiéu mé hinh
téng quat dam bao an toan thdng tin, an toan hé thong théng tin.

Chuong 2- C4c 16 hdng bao mat va cac diém yéu hé théng. Gigi thiéu cac khai niém
vé cac diém yéu va 16 hdng bao mat ton tai trong hé thdng, cac dang 16 hong bao mat trong
hé diéu hanh va cac phan mém ung dung. Chuong di sau phan tich co ché xuat hién va
khai thac céc 16 hong tran bo dém va 16 hong khdng kiém tra dau vao. Phan cudi coa
chuong dé cap van dé& quan ly, khac phuc cac 16 hong bao mat, ting cudong kha ning dé
khang cho hé thdng va gidi thiéu mot sé cong cu ra quét 16 hdng bao mat.

Chuong 3- Cé4c dang tan cong va cac phan mém doc hai. Gidi thiéu vé cac dang tan
cong dién hinh vao cac hé théng may tinh va mang, bao gom tan céng vao mat khau, tan
cong nghe 1én, nguoi duang gitra, tan céng DoS, DDoS, tan cong sir dung cac ky thuat xa
hoi,... Ntra cudi cua chuong dé cap dén cac dang phan mém doc hai, gdm co ché lay
nhiém va tac hai caa ching. Kém theo phan md ta mdi tan céng, hoac phan mém doc hai,
chuong dé cap cac bién phép, ki thuat phong chdng.

Chuong 4 — Bam bao an toan thong tin dua trén méa héa. Gigi thiéu cac khai niém co
ban vé mat ma, hé ma hoa, cac phuong phap ma hoa. Phan tiép theo cta chuong trinh bay
mot s6 giai thuat co ban cia ma héa khoa d6i xang (DES, 3-DES va AES), ma hoa khoa
bat d6i xtimg (RSA) va cac ham bam (MD5 va SHA1).

Chuong 5- Cac ky thuat va cdng nghé dam bao an toan thong tin gigi thiéu khai quéat
vé diéu khién truy nhap, cac co ché (md hinh) diéu khién truy nhap va mot sé cong nghé
diéu khién truy nhap duoc sir dung trén thuc té. Phan tiép theo cta chuong gidi thiéu vé
tuong ltra — mot trong céc ky thuat dojoc st dung rat phd bién trong dam bao an toan cho
hé thdng may tinh va mang. Phan cudi cia chuong gidi thiéu vé cac hé thong phat hién va
ngan chin xam nhap va cac cong cu ra quét phan mém doc hai.

Chuong 6 — Quan ly, chinh sach va phap luat an toan thong tin. Gigi thiéu mot sé
khai niém co ban trong quan |y an toan thdng tin, vin dé danh gia rui ro an toan thdng tin
va thyc thi quan ly an toan théng tin. Noi dung tiép theo duoc dé cap 1a cac chuan quan ly
an toan thong tin, trong d6 gidi thiéu mot sé chuan cua bo chuan ISO/IEC 27000. Phan
cudi cua chuong giGi thiéu khai quat vé cac van dé chinh sach, phap luat va dao dirc an
toan théng tin.

8. Ké hoach giang day:

Bai N6i duna gidng da S6 tiét | Nhiém vu cia sinh
day : g giang day (LT, BT, TH) vién




Bai Noi dung giang day 6 tidt Nhigm Vu cuasinh
day : : (LT, BT, TH) vién
Bai 1 | Chwong 1. Tong quan vé an toan théng tin 3LT Poc trudc giao
(ATTT). trinh, lam bai tap
1.1. Khai quat vé ATTT Cudi chuong
1.2. Céc y8u cau dam bao ATTT va HTTT
1.3. Céc thanh phan cua ATTT
1.4. Cac mbi de doa va nguy co trong cac
vung ha tang CNTT
1.5. M& hinh tong quat dam bao ATTT va
HTTT
Bai | Chuong2. C4c 16 hong bao mat va diémyéuhé | 6tiétLT | Doc trudc gido
2+3+4 thong. 3tiét SV ty | trinh, lam bai tap
2.1. Tong quan vé 16 hong bao mat va céc nghién cau | cuoi chuong
diém yéu hé thong
2.2. Céc dang 16 hong trong hé diéu hanh va
phan mém tng dung.
2.3. Quan ly, khac phuc céc 16 hong bao mat
va tang cuong kha nang de khang cho h¢
thong
2.4. Gi6i thigu mot s6 cong cu ra quét diem
yéu va 16 hong bao mat (SV tu nghién
ctu)
Bai5 | Thao luan chuong 1+2 3 Chuan bj cau hoi
Bai Chuong 3: Céc dang tan cong va cc phan 6tiét LT | Poc trudc giéo
6+7+8 méem doc hai 3 tiét tuw hoc | trinh, lam bai tap
3.1. Khai quat vé mi de doa va tan cong | cubi chuong
3.2. Céc cong cu hd tro tan cong
3.3. Céc dang tin cong thuong gap
3.4. Cé4c dang phan mém doc hai (SV tu hoc)
Bai 9 Thao luan chuong 3 2 tiét Chuén bi cau hoi,
Kiém tra gitra ki 1an 1 1tiét KT | lam bai KT
Bai Chuong 4 — Bam bao an toan théng tin dua 6LT boc trudc gido
10+11 | trén mé& hoa 6tuhoc | trinh, Iam bai tap
+12 | 4.1. Khai quét v& ma hoa thong tin va ting | cuéi chuong
+13 dung
4.2. Cac phuong phap ma hoa
4.3. Cac giai thuat ma hoa
4.4. Cac ham bam (SV tu hoc)
Bai Chuong 5- Cac ky thuat va cong nghé dam 6LT Dboc trude giao
14+15 | bao an toan théng tin 3 tibt tur trinh, lam bai tap
+16 Cuoi chuong

5.1. Biéu khién truy nhap

nghién cuu




Bai Noi dung giang day 6 tidt Nhigm Vu cuasinh
day : : (LT, BT, TH) vién
5.2. Tuong lua
5.3. Cé4c hé théng phét hién va ngin chin
xam nhap
5.4. C4c cOng cu ra quét phan mém doc hai
Bai 17 | Thao luan chuong 4+5 2TH Chuén bj cau hai,
Kiém tra giira ki lan 2 1tiét KT | lam bai KT
Bai 18 | Chuong 6 — Quan ly, chinh sach va phap luat | 3tiétLT | Poc trudc giao
+19 an toan théng tin 3 tibt tu trinh, lam bai tap
6.1. Quan ly an toan théng tin nghién cuu cudi chuong
6.2. Céac chuan quan ly an toan théng tin
6.3. Phap luat va chinh sach ATTT
6.4. Van dé dao dirc ATTT
Bai 20 | Thao luan chuong 6 va toan bd hoc phan 3 tiét Chuan bi cau hai

9. Co sé vat chat phuc vu giang day:
- Tén giang duong:
- Danh muc trang thiét bi: Projector, mang c6 thé truy nhap Internet

10. Kiém tra, danh gia két qua hoc tap:

10.1. Phwong phdp, hinh thirc Kiém tra, ddnh gid

10.1.1 Kiém tra — danh gid thuwong xuyén: Trén l6p (Lay diém chuyén can)

STT

Hinh thire danh gia Trong s6

Yéu cau chung, muc dich, minh
chirng

Diém chuyén can: Panh gia mic
do6 thuc hién cac nhiém vu sinh
vién, bao gém viéc tham gia hoc
tap trén 1op va kiém tra, danh gia
thuong xuyén trén lop

10%

+ Muc dich: Gilp sinh vién duy tri y
thace, ky luat trong hoc tap.
+ Yéu cau:
Sinh vién di hoc déu dan, ding
gIo.
Sinh vién thuc hién day du céc
yéu cau chuan bi hoc tap cua GV.

10.1.2. Kiém tra - ddanh gid dinh ky, thi két thc hoc phan

; Yéu cau chung, muc dich, minh
STT Hinh thirc danh gia Trong s6 4 g , uc dich, min
chirng
1. 03 diém danh gi4 gittaky: lambai | 30% | + Muc dich: Gitp sinh vién cung ¢6




tur luan/ trac nghiém kién thirc da duogc hoc.
+ Y&u cau: Sinh vién 1am bai doc lap

2. Kiém tra cudi ky: tu luan/ tric + Muc dich: Danh gia két qua hoc tap
nghiém 60% toan bo hoc phan cua SV.

+ Y&u cau: Sinh vién lam bai doc lap.

10.2. Miéu td chi tiét cac bai kiém tra trong ky, bai thi hét hec phan va bé tiéu chi danh gid:
- Bai kiém tra trong ky, bai thi hét hoc phan: sinh vién Iam bai ty luan/ tric nghiém doc

lap
- M0 ta chi tiét:

(1) Bai kiém tra gitra ky lan 1 phai c6 cac cau hoi trai déu trong 3 chuong dau.
Trrong d6 phai c6 cac cau hoi vé cac van dé: yéu cau dam bao ATTT, thanh phan cua
ATTT, cac mbi de doa va nguy co trong cic ving ha tang théng tin, md hinh tong quat
dam bao ATTT, cac 156 hong va diém yéu hé théng; quan ly, khic phuc cac 16 hong bao
mat; cdng cu ra quét diém yéu, 16 hong bao mat théng dung; cac dang tan cong va phan
mém doc hai.

(2) Bai kiém tra giita ky lan 2 phai c6 cac cau hoi trai déu trong chuong 4 va 5. Trong
d6 phai c6 cac cau hoi vé cac van dé: ma hoa thong tin, cac ki thuat va céng nghé dam bao
ATTT.

(3) Bai liém tra hét hoc phan phai c6 céc cau hoi trai déu trong toan bo hoc phan.

% Tiéu chi danh gia bai kiém tra, bai thi két thic hec phan

Tiéu chi danh gia Mikc chit hwgng | Thang diém

— Noi dung du, tra loi diing 100% céu hoi.
— Trinh bay r6 rang, dién dat ngan gon, sc tich, logic. Xuit sic 9-10
— Khéng c6 15i vé thuat ngix chuyé&n mon.
— Khong c6 16i chinh ta.

— Tra loi dung 70-80% cau hoi.

— Trinh bay rd rang, dién dat logic. Kha- Gigi 7-8
— Mac it 16i (1-2 15i) vé thuat ngix chuyén man.
— Con 16i chinh ta.

— Tra loi dang 50-60% cau hoi.

— Trinh bay khong rd y, chua logic. Trung binh 5-6
— Mic 15i vé thuat ngix chuyén mon (3-4 15i).
— Con 15i chinh ta.

— Tra 10i sai, lac d&, hodc phan tra 10i ding dudi muc

50% cau hoi. Yéu 3-4
— Khong lam hét cau hoi, bé noi dung hon 50%.
— Trinh bay tbi nghia, dién dat khéng rd y.




— Mic nhiéu 13i vé thuat ngir chuyén mon (5-6 15i).
— Nhiéu I3i chinh ta.

— Traloi sai, lac d&, phan tra 161 ding dudi mic 20%.
— Khong lam hét cau hoi, bo dén 80% noi dung. Kém 0-2
— Trinh bay tdi nghia, dién dat khéng rd y.
— Nhiéu I3i chinh ta.

10.3. Chinh sdch trong ddnh gid chuyén can:

- Sinh vién ving mat qua 20% s6 budi s& khong dugc 1am bai thi két thiic hoc phan.

- C6 diém thuong cho sinh vién tich cuc phét biéu, ham hoc hoi, ¢ sy sang tao trong
thao luan, tranh bién.

Ha Ngi, ngay 31 thang 10 nam 2019

Hiéu truéng Trwéng Khoa Trwéng bd mdn  Nguoi soan dé cwong

PGS.TS. Pham Ngoc Anh  TS. Phung Van On  ThS. Vii Minh TAm  TS. Bui Puc Tién



