TRUONG PAI HOC

TAI CHINH NGAN HANG HA NOI
VIEN CONG NGHE THONG TIN
BO MON TIN UNG DUNG

1. Thong tin chun
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CONG HOA XA HQI CHU NGHIA VIET NAM

Dgc Lap- Tw Do- Hanh Phic

DE CUONG CHI TIET HOC PHAN
AN TOAN BAO MAT THONG TIN
H¢ dao tao: Pai hoc chinh quy
Nganh: Cong nghé thong tin
(Ban hanh theo QB s6 291/0D-PHTNH ngay 30/6/2025 ciia Hiéu trucng)

g vé hoc phﬁn

- Tén hoc phan: An toan bio mat thong tin
+ Tiéng Anh: Information Safety and Security
- M4 hoc phan: DCT.02.21

- S6 tin chi: 3

- Vi tri ctia hoc phan trong CTDT

STT

Khéi kién thirc

Loai hinh

Bat bugc | Twchon

Kién thuc gi4o duc dai cuong

Kién thirc co s¢ khéi nganh

Kién thirc co s¢ nganh

Alw | |-

Kién thirc chuyén nganh

- Hoc phén tién quyét:
- Kién triic may tinh va hé diéu hanh (Ma s6 DCT.02.05)
- Mang may tinh (Ma s DCT.02.32)
- Hé quan trj CSDL SQL Server (Mi s6 DCT.02.11)

- Hoc phan song hanh:

- Phéan b6 gio tin chi do1 vdoi cac hoat dong:

Hoat dong trén 16p Hoat dong khac

Lithuyét | Bai tap, Thuc Kiém tra (tw hoc, lam bai tdp,
(LT) hanh, Thao luan (KT) nghién citu, trai
(BT, TH, TL) nghiém, ...)
27 30 3
60 tiét 90 tiét

(01 gio chudn = 1 tiét LT, Kiém tra hodc 2 tiét Bai tdp, Thuec hanh, Thdo ludn trén 16p)

- Khoa, B mon phu trach hoc phén: B mon Tin img dung Vién CNTT
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- Giang vién phu trach hoc phan (du kién):
1) Ho va tén: TS. Bui Bac Tién
Chuc danh: Giang vién cao cap
Thong tin lién hé: BT: 0913514311; Email: tienbuiduc@gmail.com
2) Ho va tén: ThS. Bui Van Cong
Chure danh: Giang vién
Thong tin lién hé: BT: 0983978015; Email: congbv.it@gmail.com

2. M ta hoc phén

Cung cép cho sinh vién kién thirc, giai phap cong nghé va k§ ning co ban vé dam bao
an toan thong tin cho mot hé thong thong tin.

3. Muc tiéu ciia hoc phén:

Muc tiéu hoc A en A N
N M6 ta muc tiéu hoc phan
phan
CSO 1.1 Trang bi cho sinh vién kién thirc chung vé an toan va bao mat thong tin; cac giai phap
' dam bao ATTT cho mot hé théng thdng tin.
cs02.1 Reén luyén cho sinh vién k§ ning sir dung mét s6 cong cu dé thyc hién bao mat va an

toan thdng tin cho hé thong CNTT.

Cs03.1 Gilp sinh vién c6 nang luc 1ap ké hoach, quan ly céc hoat dong trong hoc tap.

4. Chuin dau ra ciia hoc phan - CLO (Course Learning Outcomes)

Muc ti¢u M ta chuin diu ra hoc phan™? CPR
. | CPDR hogc . . P . ) . g | Mire
hoc phan A 1] Hoan thanh hoc phan nay, nguoi hoc thuc hién cua ~[14]
: phan do
[9] duwoc: CTPT
CPR vé kién thirc:
Van dung duogc cac kién thirc vé an toan va bao mat PLO
CSO 1.1 | CLO 1.1 | thong tin dé dé xuat giai phap bao mat va an toan hé 1o 3
thong thong tin '
CDR vé kj naing:
csO21 | cLO 2.1 Sfr dung duqi: m(f)'t sb cén{g mi dé thl:l'c hién bao mat | PLO 3
va an toan thong tin cho h¢ thong thong tin 2.5
CPR vé nang lyc tw chu va trach nhiém:
5 ning luc 1ap ké hoach, quan 1y cac hoat do PLO
csO31 | CLO 3.1 Co6 nang 1{:0 ap ké hoach, quan 1y cac hoat dong 3
trong hoc tap. 3.4

Mukc do dong gop theo thang Bloom.

5. Hoc li€u:


mailto:tienbuiduc@gmail.com

5.1. Tai liéu chinh:
[1]. Hoang Xuan Dau, Nguyén Thi Thanh Thuy (2016), Bai gidng co sé an toan
thong tin, BH Buu chinh vién thong.
5.2. Tai liéu tham khao:
[1].PH Kinh doanh va Céng nghé HN (2013), Gido trinh Bao mét thong tin
[2]. Tran Vin Minh (2008), An toan va bdo mdt théng tin. DPH Nha Trang.
[3]. D. Stinson (2006), Cryptography: Theory and Practice, CRT Press.
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6. Phwong phap day va hoc ap dung cho hoc phén

STT

CDR

Phwong phap day hoc

1

CLO 1.1: Van dung duoc
cac kién thuc vé an toan
va bao mat théng tin dé dé
Xuat giai phap bao mat va
an toan hé théng thong tin.

1.

Thuyét trinh tich cwc: Ap dung cho cac noi dung kién
thire ly thuyét caa cac hoc phan.

Hwéng din hoc tap céng tac: Thiét ké cac hoat dong
hoc tap yéu cau sinh vién lam viéc nhém véi phan cong
vai tro rd rang va phan hoi thuong xuyén.

Tich hgp cong nghé trong giang day: Su dung cac
phan mém trinh dién, cac phuong tién trinh chiéu, cac
cdng cu minh hoa va hé théng quan Iy hoc tap dé ting
hiéu qua truyén dat cua giang vién va tiép thu kién thic
caa sinh vién.

Huwdéng dan tu hoc

CLO 2.1: Str dung duogc
mot sé cong cu dé thuc
hién bao mat va an toan
thong tin cho hé thdng
thdng tin.

Day thwc hanh: Huéng dan sinh vién thuc hién bai tap
thuc hanh theo nhém dé trau doi k§ nang, cung cb kién
thirc, qua d6 hinh thanh, phat trién cac niang luc cua
nguoi hoc.

Hoc theo du an: Thiét ké cac du an hoc tap lién quan
dén van dé thuc tién, yéu cau sinh vién van dung kién
thirc da linh vuc dé thyc hién. Vi du: Xay dung Website
thuong mai dién tir ban hang cho mét doanh nghiép quy
mo nho.

CLO 3.1: C6 nang luc lap
ké hoach, quan Iy cac hoat
dong trong hoc tap.

=

Hwéng din hoc tap céng tac: Thiét ké cac hoat dong
hoc tap yéu cau sinh vién lam viéc nhém véi phan cong
vai trd rd rang va phan hoi thudng xuyén.

% Phwong phap khac




7. Noi dung chi tiét hoc phin (Ké hoach giing day):
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So tiét

Buoi Noi dung gidng day CLOs Nhi¢m vy
: : LT | BT, |KT ciia sinh vién
TL
1 | + Giéi thiéu dé cwong chi tiét 3 SV nghién ctru trude
+ Chuong 1. Téng quan vé ATTT. CLOL. gido trinh chuong 1,
1.1. Khai quat vé ATTT 1, muc 1.1-1.5, lam bai tap
1.2. Cac yéu cau dam bao ATTT va CLO3. cudi chuong dudi sy
HTTT 1 huéng dan cia GV
1.3. Céc thanh phan cia ATTT (4,5 tiét)
1.4. Cac mbi de doa va nguy co trong
cac ving ha tang CNTT
1.5. Mb hinh tong quat dam bao ATTT
VaHTTT
2+3 | Chuong 2. Cac 16 hong bao mat va diém | 6 CLO1. SV nghién ctru trude
yéu hé thong. 1, gido trinh chuong 2,
2.1. Tong quan vé 16 hong bao mat va CLO3. | muc 2.1-2.4, lam bai tap
cac diém yéu hé thong 1 cubi chuong dudi sy
2.2. Céc dang 15 hong trong hé diéu huéng dan ctia GV
hanh va phan mém tng dung. SV chon 1 cong cu ra
2.3. Quan Iy, khic phuc cac 16 hong bao quét diém yéu va 15
mat va ting cudng kha ning dé khang hong bao mat dé thir
cho h¢ thong nghiém
2.4. Giéi thiéu mot s6 cong cu ra quét (9 tiét)
diém yéu va 15 hong bao mat (SV tu
nghién clru)
4 | Thao luén, thuyét trinh bai tdp chuong 2 3 |CLO Chuan bj ciu hoi
2.1, Trinh bay két qua
CLO nghién ciru ciia minh vé
3.1 1 cong cu ra quét diém
yéu va 16 hong bao mat;
Ca 16p hoi, nhan xét,
gop Y.
(4,5 tiet)
5-8 | Chwong 3: Cac dang tan cong va cac 6 5 1 | CLOL Nghién ctru trude gido
phﬁn mém doc hai 1, trinh chuong 3, muc
3.1. Khai quat vé méi de doa va tin CLO3. | 3.1-3.4, 1am bai tap cudi
cong 1 chuong
3.2. Céc cong cu hd trg tan cong chon 1 c¢ong cu hd tro
3.3. Cac dang tén‘ cf)ng?y thuong gap tAn cong dé thir nghiém
3.4. Cac dang phan mém ddc hai (SV tu Chuan b cau héi.
hoc) , _ Trinh bay két qué thir
Tha}o luén, thuyet tr‘inh bai tap chuong 3 nghiém ciia minh v& 1
Kiém tra giira ki lan 1 cong cy hd tro tan cong.
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Ca 16p hoi, nhan xét,

gop y
Lam bai KT
(18 tiét)
9-12 | Chuong 4 — Pam bao an toan thong tin 6 6 CLO1. Doc trudce gido trinh
dua trén ma hoa 1, chuong 4, muc 4.1-4.4,
4.1. Khai quat v& ma hoa thong tin va CLO3. | lam bai tap cudi chuong
tmg dung 1 dudi sy huéng dan cua
4.2. Cac phuong phap ma hoa GV
4.3. Cac giai thuat ma hoa (18 tiét)
4.4, Cac ham bam (SV tu hoc)
13-15 | Chuong 5- Céc k¥ thuat va cong nghé 3 6 CLO1. Doc trudce gido trinh
dam bao an toan thong tin 1, chuong 5, muc 5.1-5.4,,
5.1. Diéu khién truy nhap CLO3. | lam bai tap cudi chuong
5.2. Tuong lira 1 duéi sy huéng dan cua
5.3. Céc hé thong phat hién va ngin GV
chan xam nhap (13,5 tiét)
5.4. Cac cong cu ra quét phan mém doc
hai
16 | Thao lun, thuyét trinh bai tap chuong 2 CLO Chuan bj cdu hoi; trinh
4+5 2.3, bay bai tdp chuong 4+5.
Kiém tra gitra ki 1an 2 CLO Ca 16p hoi, nhan xét,
3.1 gop y.
Lam bai KT
(4,5 tiét)
17-19 | Chuong 6 — Quan ly, chinh sach va 3 6 CLOL. Doc trudce gido trinh
phap ludt an toan thong tin 1, chuong 6, muc 6.1-6.4,,
6.1. Quan ly an toan thong tin CLO3. | lam bai tap cudi chuong
6.2. Cac chuan quéan 1y an toan thong tin 1 duéi sy huéng dan cta
6.3. Phép luat va chinh sach ATTT GV
6.4. Van dé dao duc ATTT (13,5 tiét)
20 | + Thao luén va thuyét trinh bai tap 2 CLO Chuan bj ciu hoi; trinh
chuong 6 2.1, bay bai tap chuong 6.
+ Panh gia két qua thao luan, thuyét CLO Ca 16p hoi, nhan xét,
trinh dé 1y dién kiém tra thir 3 3.1 gop .
+ Tong két hoc phan (4,5 tiét)
Tong 27 | 30 920

8. Nhiém vu cta ngudi hoc

- Tham du gio 18n 16p: Téi thiéu 80% sb tiét hoc trén 16p, trong phong thuc hanh c6 su
giang day, huéng dan truc tiép cua gido vién;

- Bai tap, thao luan:

+ DPoc tai liéu, chuan bi va tham gia thao luan theo huéng dan cta gido vién;

+ Thuc hién dﬁy du céc bai tap duoc giao;




- Lam bai kiém tra dinh ky;
- Tham gia thi két thac hoc phan.

9. Panh gia két qua hoc tip va cho diém
9.1. Thang diém ddinh gid
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Paénh gia theo thang diém 10, sau d6 duoc quy ddi sang thang diém chir va thang diém

4 theo Quy ché ddo tao hién hanh.
9.2. Phuwong phap, hinh thirc danh gia

Thanh phﬁn Trong i i ., Cong cu Trong $0
. Ph hap danh j CLO :
dénh gia s6 (%) wong phap Can gld 1 qsnh gia CLO (%)
1) (2) 3 4) ®) (6)
Quan sat ¢é cdu tric: Quan
, ., sat va ghi nhan qua trinh hoc
Danh gia Al A A ;
chuvén ein 10 tap cua sinh vién vé tham du | Rubric CLO 3.1 100%
Y cac budi hoc, tinh than, thai do
hoc tap.
Panh gia qua trinh
Panh gia két hop: Két hop
03 bai kiém tra cic hinh thitc dénh gia nhu _ CLO1.1, 40%
A X P A , Rubric
tu luan 1 tiét 30 trac nghiém khach quan, tu CLO2.1 60%
luan.
Panh gia két thiic
Bai tu luan 90 . CLO1.1 40%
. 60 Ty luan Rubric ’
phit vt CLO2.1 60%
9.3. Cdc Rubric dinh gid két qua hoc tgp
9.3.1 Rubric danh gid chuyén can
Tiéu chi danh gia Mikc chat lwong | Thang diém
— Tham gia hoc tap hodc cac hoat dong tir 80% thoi gian Miic A 8,5 - 10
— Thuyc hién cong viéc dung tién dJ vdi chat lugng tot
- Tham gia tich cyc cac hoat dong cua doanh nghiép (Vuot qua mong
— Y thuec, :[héi d6 hoc tap va chap hanh quy dinh cta doi)
truong tot va dugc danh gia cao ’




Tham gia hoc tap hodc cac hoat dong tir 80% thoi gian
Thyc hi¢n cong viéc duge giao dung tién do nhung
chat luong con mot s6 han ché

Tham gia tich cuc cac hoat dong cua 16p

Y thirc, thai do thyc tap va chép hanh quy dinh cua
truong tot

(Pap g duoc
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Muc B

mong doi)

70-84

Tham gia hoc tap hoac cac hoat dong tir 80% thoi gian
Thyc hién cong viéc dung tién doé nhung chét luong
cong viéc con nhiéu han ché nhung stra chita kip thoi
theo hudng dan cia gido vién

Chua tich cuc tham gia cac hoat dong cua doanh
nghiép

Y thire, thai do thuc tap va chép hanh quy dinh cua
truong chua cao

(Pat, song can cai

Mirc C

thién)

55-69

Tham gia hoc tap hoac cac hoat dong dudi 80% thoi
gian

Thyce hién cong viéc khong ding tién do, chat luong
cong viéc khong dap tmg yéu cau

Chua tich cyc tham gia cac hoat dong ctia doanh
nghiép

Y thire, thai do thuc tap va chép hanh quy dinh cua
truong khong tot.

Muc D
(Chua dat)

4,0-54

9.3.2 Rubric danh gia bai kiém tra tw lugn trong ky va thi tw lugn hét hoc phc”in

Tiéu chi danh gia ciia tirng cAu héi trong dé thi Mikc chat lwong | Thang diém
Noi dung du, tra 161 dang 100% cau hoi. ,
Trinh bay rd rang, dién dat ngan gon, suc tich, logic M A

z X A A PP ’ ' (Vuot qua mong 85 - 100
Mac 1-2 161 vé thuat ngr chuyén mon. doi)
Con vai 101 chinh ta. i
Trfi lo1 (‘hin{g 79-80%:céu hoi. . Mic B
Trinh bay rd rang, dién dat logic. . 70 - 84
Mac it 161 (3-5) 101 vé thuat ngr chuyén mon. (Bép ung dp’qc
C6 kha nhiéu 18i chinh ta. mong doi)
Tra 101 ding 50-60% cau hai.
Trinh bay khong rd y, chua logic. Mirc C 55-69
Mic 151 vé thuat ngit chuyén mén (trén 5 151). (Dat)
Nhiéu 13i chinh ta.
Tra 101 dung 40-50% cau hoi.
Khong 1am hét cau hoi, bo ndi dung hon 60%. Muc D 40 - 54
Trinh bay t6i nghia, dién dat khong 13 y. (Pat, song can cai
Mic nhiéu 1i vé thuat ngit chuyén mén. thién)
Nhiéu 13i chinh ta.
Céc truong hop con lai Mic F Dudi 40

(Khong dat)




9.3.3 Cdc Rubric danh gia bai tap [on
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Tiéu chi danh gia Mikc chit lwgng | Thang diém
Thuyc hién ddy du va xuit sic yéu cau cia Bai tip 10n
Khao sat va dic ta yéu cau nghiép vu t6t
Phan tich, thiét ké tt Mirc A
B4 cuc 13 rang, cAu tric phu hop, van phong khoa hoc (Vuot qua mong 8,5-10
Trinh bay Bai tap 16n (phan nhiém vu duoc giao) rd rang, doi)
dién dat logic.
Tra 101 dugc tat ca cac cau hoi ciia Giang vién
Thuc hién day da yéu cu cua Bai tap 1on
Khao sat va dic ta yéu cdu nghiép vu day du
Phan tich, thiét ké tot Mic B
B cuc rd rang, cAu triic phu hop, vin phong khoa hoc (Pap tng duoc 7,0-8,4
Trinh bay Bai tip 16n (phan nhiém vu dugc giao) rd rang, mong doi)
dién dat logic.
Tra 101 ding 70-80% cau hdi cia GV.
Thuc hién hau hét yéu cau cta Bai tap 16n
Khao sat va dic ta yéu cau nghiép vu day du Mirc C 5,5-6,9
Phan tich, thiét ké con c6 mot sb sai sot. (Pat, song can cai
CAu tric B4o cao chua that phu hop thién)
Trinh bay Bai tap 16n (phan nhiém vu dugc giao) con
lung tung.
Tra 101 dGng 50-60% cau hdi cia GV.
Thuc hién dugc it yéu cAu cia Bai tap lon
Khao sat va dic ta yéu cau nghiép vu so sai, con thiéu va Muc D 40-54
nhiéu sai sot. (Chua dat)

Phan tich, thiét ké khong tdt, co nhiéu 15i.

Trinh bay Bai tap 16n (phan nhiém vu duge giao) con
lung ting, chua hiéu hét cac nhiém vu duoc giao.

Tra 101 ding 30-40% cau hdi cia GV.

Vién truéng Trwéng Bo mon

TS. Phung Vin On ThS. Vii Minh Tam

Ngudi soan dé cwong

TS. Bui Dutc Tién




